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[57] ABSTRACT 

A scrambling method of a stream formed of a series of unit 
streams in succession, the unit stream including a first 
stream part and a second stream part located behind the first 
stream part The scrambling method scrambles the second 
stream part by using a random number generator and 
includes a step of supplying predetermined data included in 
the first stream part and having a non-fixed value, for each 
of the second stream part to be scrambled, to the random 
number generator as an initial value. Further, a scrambling 
apparatus, a descr ambling method and a descrambling appa- 
ratus are disclosed. 

27 Claims, 13 Drawing Sheets 
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SCRAMBLING AND D ESC RAMBLING OF 
DATA WITH IMPROVED SECURITY 

BACKGROUND OF THE INVENTION 

The present invention relates to a scrambling method and 
apparatus, a descr ambling method and apparatus* and a data 
transmission method and system suitable for transmitting a 
bit stream (or simply stream) prescribed by the MPEG 
(Moving Picture Experts Group). The MPEG standard 
(referred to hereinafter simply as MPEG) is an international 
standard for digital motion picture encoding (compression) 
and audio signal encoding, as well as multiplexing and 
demultiplexing of the same. 

FIG. 1 shows a conventional data transmission system. 

Referring to FIG. 1. the data transmission system includes 
a camera 1 for acquiring image data, a microphone 2 for 
acquiring audio data, and an MPEG encoder 3 that encodes 
the image data acquired by the camera 1 and the audio data 
acquired by the microphone 2 to produce a bit stream 
prescribed by the MPEG by multiplexing the same accord- 
ing to a time-division multiplexing process. The bit stream 
produced includes a packet header including additional data 
and a packet data part in which the image data and the audio 
data are included 

The transmission system of FIG. 1 further includes a 
scrambling circuit 4 for scrambling the stream output from 
the MPEG encoder 3 into a scrambled stream- A stream for 
the packet data part is scrambled in this scrambled stream. 

The scrambling circuit 4 includes a random number 
generator 5 for producing a series of random numbers 
specified by a key signal and an XOR (exdusive-or) circuit 
6. The XOR circuit 6 applies an XOR operation to the packet 
data part of the stream output from the MPEG encoder 3 and 
the random numbers output from the random number gen- 
erator 5. 

Further, the scrambling circuit 4 includes a selection 
circuit 7 for selectively outputting me stream for the packet 
data part output from the MPEG encoder 3 and the stream 
output from the XOR circuit 6. The selection circuit 7 
outputs the output stream of the scrambling circuit 4 onto a 
transmission medium 8, which may be a physical medium 
such as a disk or a tape* or a non-physical medium such as 
satellite broadcasting or cable television broadcasting. 

The system of FIG. 1 further includes a descrambling 
circuit 9 that de scrambles the stream output from the scram- 
bling circuit 4 and transmitted thereto via the transmission 
medium 8, into a stream in which the packet data part is 
de scrambled. 

It will be noted that the descrambling circuit 9 includes a 
random number generator 10 having a construction identical 
to the random number generator 5, wherein a key signal 
identical to the key signal used in the random number 
generator 5 is supplied also to the random number generator 
10. 

The descrambling circuit 9 further includes an XOR 
circuit 11 that applies an XOR operation to the packet data 
part of the stream output from the scrambling circuit 4 and 
transmitted via the transmission medium. The XOR circuit 
11 also applies an XOR operation to the random numbers 
output from the random number generator 10. 

Further, the descrambling circuit 9 includes a selection 
circuit 12 that selectively outputs one of the packet headers 
of the stream output from the scrambling circuit 4 and 
transmitted via the transmission medium 8, and the output 
stream of the XOR circuit 11. 
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The output stream of the descrambling circuit 9 is sup- 
plied to an MPEG decoder 13 that separates the image data 
and the audio data from the stream output from the descram- 
bling circuit 9. The descrarnblcd image data and audio data 
5 are supplied to a television receiver 14. 

By using the data transmission system of FIG. 1 in which 
the packet data part of the MPEG stream is scrambled during 
the transmission, it is possible to protect the packet data 
from being copied illegally. 
l0 The system of FIG. 1. however, causes a problem in the 
case of FIG. 2, in which a data stream including data al, a2, 
a3. . . . is output from the MPEG encoder 3 and simulta- 
neously random numbers cl. c2. c3, . . . are output from the 
random number generators 5 and 10. In such a case, the 
15 XOR circuit 6 produces an output as 

aiecl, a2©c2, a3©c3 

wherein the foregoing output is selected by the selection 
circuit 7 and is output to the XOR circuit 11. Thereby, the 
XOR circuit 11 produces the stream including the data al, 

20 a3 

In such a case, it is possible to recover the random 
numbers cl. c2. c3. . . . by merely applying an XOR 
operation 

alScl. a20c2, a30c3 

23 to the stream inputted into the XOR circuit 11 and the data 
stream al. a2, a3, . . . output from the XOR circuit 11 by 
using another XOR circuit 15. 

This means that the data transmission system of FIG. 1 is 
vulnerable to illegal copying of the random numbers output 
so from the random number generator 10, even when the key 
signal is kept secret. As a result, the scrambled packet data 
is also easily de scrambled. 

SUMMARY OF THE INVENTION 
35 Accordingly, it is a general object of the present invention 
to provide a novel and useful data transmission system and 
method wherein the foregoing problems are eliminated. 

Another and more specific object of the present invention 
is to provide a scrambling method and apparatus, a descram- 
40 bling method and apparatus, as well as a data transmission 
method and system wherein the security of data transmission 
is substantially improved. 

Another object of the present invention is to provide a 
scrambling method applied to a stream including a series of 
45 unit streams in succession, the unit stream including a first 
stream part and a second stream part located behind the first 
stream part The scrambling method scrambles the second 
stream part using a random number generator, the scram- 
bling method comprising a step of: 
50 supplying predetermined data included in the first stream 
part and having a non-fixed value, for each second 
stream part to be scrambled, to the random number 
generator as an initial value. 
When using the scrambling method of the present 
55 invention, the descrambling is made by supplying predeter- 
mined data included in the first stream part and having a 
non-fixed value, to a random number generator of a 
descrambling apparatus as an initial value. 
According to such a process, the random number genera- 
60 tar in the descrambling side is supplied with a non-fixed 
initial value for each of the second stream parts to be 
scrambled. Thereby, an analysis of the random number 
pattern generated by the random number generator becomes 
substantially difficult and the security of data transmission 
65 is improved substantially. 

Another object of the present invention is to provide a 
scrambling apparatus supplied with a stream including a 
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series of unit streams in succession. The unit stream includes 
a first stream part and a second stream part behind the first 
stream part. The scrambling apparatus scrambles the second 
stream part and comprises: 
a random number generator generating random numbers; 5 
an initial value supplying circuit supplies, for each of the 
second stream part to be scrambled, predetermined 
non-fixed data included in the first stream part to the 
random number generator as an initial value; and 
a logic operation circuit applies a logic operation to the 10 
second stream part to be scrambled and the random 
numbers generated by the random number generator, 
for scrambling the second stream part 
When using the scrambling apparatus of the present 
invention, a descrambling apparatus which includes a ran- 
dom number generator for generating random numbers, an 
initial value supplying circuit supplying predetermined data 
included in the first stream part and having a non-fixed value 
to the random number generator as an initial value, and a 
logic operation circuit descrambling the scrambled second 20 
stream part by applying a logic operation to the scrambled 
second stream part and the random numbers generated by 
the random number generator, is used. 

According to the present invention, the random generator 
in the descrambling side is supplied with a non-fixed initial 
value for each second stream part to be scrambled. Thereby, 
an analysis of the random number pattern generated by the 
random number generator becomes substantially difficult 
and the security of data transmission is improved substan- 
tially. 30 

Another object of the present invention is to provide a 
descrambling method of a stream that includes a series of 
unit streams in succession. The unit stream include a first 
stream part and a second stream part located behind the first 
stream part The descrambling method descrambling the 35 
second stream part by using a random number generator. 
The descrambling method comprises a step of: 

supplying, for each second stream part to be dc scrambled, 
predetermined non-fixed data included in the first ^ 
stream part to the random number generator as an 
initial value, for descrambling the second stream part 
According to the present invention, it should be noted that 
the random number generator of the descrambling apparatus 
is supplied with a nonfixed initial value for the scrambled 45 
second stream part. Thereby, an analysis of the random 
number pattern generated by the random number generator 
becomes substantially difficult and the security of data 
transmission is improved substantially. 

Another object of the present invention is to provide a ^ 
descrambling apparatus supplied with a stream including a 
first stream part and a second stream part behind the first 
stream part Hie descrambling apparatus comprises: 
a random number generator generating random numbers; 
an initial value supplying circuit supplying, for each ss 
second stream part to be descrambled, predetermined 
non-fixed data included in the first stream part to the 
random number generator as an initial value; and 
a logic operation circuit applying a logic operation to the 
second stream part to be descrambled and the random 60 
numbers generated by the random number generator, to 
de scramble the second stream part 
According to the present invention, it should be noted that 
the random number generator of the descrambling apparatus 
is supplied with a nonfixed initial value for each scrambled 65 
second stream part. Thereby, an analysis of the random 
number pattern generated by the random number generator 
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becomes substantially difficult and the security of data 

transmission is improved substantially. 
Another object of the present invention is to provide a 

data transmission method, including the steps of: 
applying a scrambling method to a stream including a 
series of unit streams in succession, the unit stream 
including a first stream part and a second stream part 
located behind the first stream part the scrambling 
method including a step of supplying predetermined 
data included in the first stream part and having a 
non-fixed value, for each second stream part to be 
scrambled, to the random number generator as an initial 
value; 

transmitting the stream scrambled in the scrambling step 

via a medium to a destination; and 
applying a descrambling method, in the destination, to the 
stream transmitted via the medium, the method com- 
prising a step of supplying, for each second stream part 
to be descrambled. predetermined non-fixed data 
included in the first stream part to the random number 
generator as an initial value, for descrambling the 
second stream part 
According to the data transmission method of the present 
invention, the random number generator of the scrambling 
apparatus as well as the random number generator of the 
descrambling apparatus, are supplied with a non-fixed initial 
value for each scrambled second stream part. Thereby, an 
analysis of the random number pattern generated by the 
random number generator becomes substantially difficult 
and the security of data transmission is improved substan- 
tially. 

Another object of the present invention is to provide a 
data transmission system for transmitting a stream including 
a series of unit streams in succession, the unit stream 
including a first stream pan and a second stream part located 
behind the first stream part, said data transmission system 
comprising: 

a transmission source including a scrambling apparatus, 
the scrambling apparatus comprising: a random num- 
ber generator generating random numbers; an initial 
value supplying circuit supplying, for each second 
stream part to be scrambled, predetermined nonfixed 
data included in the first stream part to the random 
number generator as an initial value; and a logic 
operation circuit applying a logic operation to the 
second stream part to be scrambled and the random 
numbers generated by the random number generator, 
for scrambling the second stream part, the transmission 
source supplying a scrambled stream produced by the 
scrambling apparatus upon a medium; and 

a destination including a descrambling apparatus 
descrambling the scrambled stream supplied via the 
medium, the descrambling apparatus comprising: a 
random number generator generating random numbers; 
an initial value supplying circuit supplying, for each 
scrambled second stream part to be descrambled, the 
scrambled second stream part being included in the 
scrambled stream supplied via the medium, predeter- 
mined non-fixed data included in the first stream part of 
the scrambled stream supplied via the medium, to the 
random number generator as an initial value; and a 
logic operation circuit applying a logic operation to the 
scrambled second stream part and the random numbers 
generated by the random number generator, to 
de scramble the second stream part 

According to the data transmission system of the present 
invention, the random number generator of the scrambling 
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apparatus as well as the random number generator of the bits, a packet length code of 16 bits, a 2-W code designated 

Scrambling apparatus, arc supplied with a non-fixed initial by "10." a 14-bit code for **&™*™ a ™ 1 * P ^ n ^£l 

value for each gambled second stream part. Thereby, an length code of 8 bits, and 40*11 codes for FTS and DTS 

analysis oft So number patten, generated by* the data. Tne packet daU. ou the other hand, may oontam unage 

random number generator becomes substantially difficult, S (Prcsentation Time stamp) data 

and the security of data transmissKm is improved substan- ££££ informaUon for reduced 

tiaUy ' _ , , ,.. output and is inserted every 700 ms. On the other hand, the 

Other objects and further features of the present .n v«hon «g» (Decoding Time S 4np) is the time management 

will become apparent from the following detailed descrip- j^^^, for decoding. Further, the two-bit code repre- 

tion when read in conjunction with the attached drawings. 10 ^ saanMc ^^61" in the 14 bit field for "flag 

.__„_„ an H control" is data renresentins the existence or non- 

BRIEF DESCRIPTION OF THE DRAWINGS 2*25 scrlrnble <X>L while a FTS & DTS flag is a 

FIG. 1 is a diagram showing a construction of a conven- flag representing the existence or non-existence of the FTS 

tional data transmission system; data. , , t 

SSVSi-. — •«» i« •» — • - — - - — 

transmission system according to a first eirt>odimcnt of the ^ saambling circuit 23 mcludes a ^ number 

present invention; 20 gcncralOT 24 and a location detection circuit 25. wherein the 

FIG. 4 is a diagram explaining a structure of a PES packet random number generator 24 is a random number generator 

used in MPEG2-PS; 0 f me pES (Data Encryption Standard) type and produces a 

FIG. 5 is a flowchart explaining an operation of a scram- scrics 0 f ran dom numbers specified by a key signal On the 

bling circuit used in the data transmission system of FIG. 3; otner hand, the location detection circuit 25 is supplied with 

FIG. 6 is a flowchart explaining an operation of a 23 the output stream of the MPEG encoder 22 and carries out 

descrambling circuit used in the data transmission system of various operations such as detection of a packet start code. 

Pjq 3. confirmation of the content of the PES scramble control. 

FIG 7 is a diagram showing a construction of a data confirmation of the FTS & DTS flag location detection . of 

transmission system^ according to a second embodiment of M the PTS. detection of the starting location of the packet data. 

4 . . and the like. 

the presen invention, scrainbling circuit 23 further includes a data hold 

FIG. 8 is a d^am explanung a structure of a transport ^ ^ ^ ^ ^ ^ ^ ^ md 

packet used in Mrew-l drcuit u , r ^^ed, whcn me location detection circuit 

FIG. 9 is a flowchart explaining an operation of a scram- ^ locatioQ of mc m SQ as to hold & t prs data, 

bling circuit used in the data transmission system of FIG. 7; 35 q{ ^ location {$ detected 

FIG. 10 is a flowchart explaining an operation of a Thc scrambling circuit 23 further includes a selection 

descrambling circuit used in the data transmission system of dfcuit ^ ^ selectively supplies either the PTS data held 

FIG. 7; by the data hold circuit 26 or random numbers generated by 

FIG. 11 is a diagram showing a construction of a data ^ e j^dom number generator 24. to the random number 

transmission system according to a third embodiment of the generator 24 itself. Thus, the selection circuit 27 thereby 

present invention; supplies the FTS data held in the data hold circuit 26 to the 

FIG. 12 is a diagram showing a construction of a data random number generator 24 as the initial value when the 

transmission system according to a fourth embodiment of location detection circuit 25 detects the start location of the 

the present invention; 45 packet data to be scrambled. Thereafter, the selection circuit 

RG. 13 is a diagram showing a constmctioo of a data 27 is controlled by the location detection ^ 

transr^slion system a^^ stream of me packet data is c ^«*^^*^™ 

™ nt invention numbers generated by the random number generator 24 are 

^ fed back to the random number generator 24. 

DETAILED DESCRIPTION OF THE ^ should be noted that the location detection circuit 25. 

PREFERRED EMBODIMENTS th c data hold circuit 26 and the selection circuit 27 together 

form an initial value supplying circuit in the scrambling 

[First Embodiment] circuit 23. 

FIG. 3 shows a construction of a data transmission system yhe scrambling circuit 23 further includes an XOR circuit 

according to a first embodiment of the present invention. 55 28 that applies an XOR operation to the output stream of the 

Referring to FIG. 3. the system includes a camera 20 for MPEG encoder 22, for the part of the packet data which is 

acquiring image data, a microphone 21 for acquiring audio subjected to the scrambling, and further to the random 

data, and an MPEG encoder 22 that encodes the image data numbers output by the random number generator 24. As a 

acquired by the camera 20 and the audio data acquired by the result of the XOR operation, the stream for the packet data 

microphone 21 to produce a bit stream prescribed by & is scrambled. 

MPEG2-PS (program stream), by multiplexing the same Further, the scrambling circuit 23 includes a selection 

according to a time-division multiplexing technique, circuit 29 that selectively outputs the output stream of the 

FIG 4 shows the structure of a PES (Packetized Hemen- MPEG encoder 22 and the output stream of the XOR circuit 

tary Stream) packet prescribed by MFEG2-PS. 2*. The selection circuit 29 is controlled by the location 

Referring to FIG 4 the PES packet includes a series of 65 detection circuit 25 such that a scrambled stream is output 

PES packets each including a packet header and packet data. In thc scrambled stream, the packet data of the stream output 

wherein the packet header includes a packet start code of 32 by the MPEG encoder 22 is scrambled 
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The output stream of the selection circuit 29 is supplied to 
a medium 30. which may be a disk, wherein the medium 
stores the output stream of the scrambling circuit 23. The 
output stream of the scrambling circuit 23 thus stored in the 
medium 30 is then de scrambled by a descrambling circuit 5 

31. More specifically, the descrambling circuit 31 converts 
the stream read out from the medium 30 to a stream in which 
the scrambled packet data in the scrambled stream is 
de scrambled. 

The descrambling circuit 31 also forms a part of the first 10 
embodiment of the present invention. 

It should be noted that the descrambling circuit 31 
includes a random number generator 32 identical to the 
random number generator 24 and uses the same key signal 
used in the random number generator 24. J5 

The descrambling circuit 31 further includes a location 
detection circuit 33, wherein the location detection circuit 33 
is supplied with the output stream of the scrambling circuit 
23 via the medium 30 and carries out various operations 
such as detection of a packet start code, confirmation of the 
content of the PES scramble control, confirmation of the 20 
PTS & DTS flag, location detection of the PTS, detection of 
the starting location of the packet data, and the like. 

The descrambling circuit 31 further includes a data hold 
circuit 34 for holding the PTS data, wherein the data hold 
circuit 34 is controlled, when the location detection circuit 
33 detects the location of the PTS, so as to hold the PTS data, 
of which the location is thus detected. 

The descrambling circuit 31 further includes a selection 
circuit 35 that selectively supplies either the PTS data held 
by the data hold circuit 34 or random numbers generated by 
the random number generator 32. to the random number 
generator 32 itself. Thus, the selection circuit 35 thereby 
supplies the PTS data held in the data hold circuit 34 to the 
random number generator 32 as the initial value when the 35 
location detection circuit 33 detects the start location of the 
packet data to be de scrambled. Thereafter, the selection 
circuit 35 is controlled by the location detection circuit 33. 
until the stream of the packet data is completed, such that the 
random numbers generated by the random number generator ^ 
32 are fed back to the random number generator 32. 

It should be noted that the location detection circuit 33, 
the data hold circuit 34 and the selection circuit 35 together 
form an Initial value supplying circuit of the descrambling 
circuit 31. 45 

The descrambling circuit 31 further includes an XOR 
circuit 36 that applies an XOR operation to the stream 
supplied from the medium 30 for the part of the packet data, 
which is subjected to the scrambling, and further to the 
random numbers output by the random number generator g, 

32. As a result of the XOR operation, the stream for the 
packet data is descrambled. 

Further, the descrambling circuit 31 includes a selection 
circuit 37 that selectively outputs the stream supplied via the 
medium 30 or the output stream of the XOR circuit 36. The 55 
selection circuit 37 is controlled by the location detection 
circuit 33 such mat a descrambled stream is output. In the 
descrambled stream, the packet data of the stream supplied 
from the medium 30 is descrambled. 

■ The stream thus descrambled by the descrambling circuit 60 
31 and output from the selection circuit 37 is supplied to an 
MPEG decoder 38 for separation and decoding of the stream 
for the image data and the stream for the audio data, wherein 
the image data and the audio data thus decoded are supplied 
to a television receiver 39. 65 

Summarizing the above, the image data acquired by the 
camera 20 and the audio data acquired by the microphone 21 



are encoded by the MPEG encoder 22 in the form of a stream 
prescribed by the MPEG2-PS, wherein the stream thus 
produced is supplied to the scrambling circuit 23. In the 
scrambling circuit 23. the stream is supplied to the location 
detection circuit 25, the data hold circuit 26, the XOR circuit 
28 and the selection circuit 29. 

FIG. 5 is a flowchart showing the operation of the 
scrambling circuit 23 according to the first embodiment of 
the present invention. In the scrambling circuit 23, the same 
operation is repeated a number of times. Thus, the descrip- 
tion hereinafter will be made starting from the state in which 
the selection circuit 29 has finished outputting the stream for 
the packet data to be scrambled. 

Referring to FIG. 5. the location detection circuit 25 
controls the selection circuit 29 such that the stream supplied 
from the MPEG encoder 22 is continuously output (step SI). 
After this, the scrambling circuit 23 changes the state thereof 
and waits for the incoming of the packet start code (step S2). 

The location detection circuit 25, in turn, discriminates 
whether or not the stream for the packet data is subjected to 
scrambling, based upon the content of the scramble control 
information described in the packet header, when the packet 
start code is detected (step S3). When the pertinent stream is 
not the subject of scrambling, the operation returns to the 
step S2 and the location detection circuit 25 waits for the 
next incoming of the packet start code. 

When the stream for the packet data is the subject of 
scrambling (**YES n in the step S3), the location detection 
circuit 25 m^criminates whether the PTS & DTS flag in the 
packet header part is "10" or "ll w (step S4). In other words, 
existence of the PTS data is checked in this step. 

When it is confirmed that the PTS & DTS flag is "10" or 
**11 " in other words, when it is confirmed that the PTS data 
exists, the location detection circuit 25 detects the location 
of the PTS and causes the data hold circuit 26 to hold the 
PTS data (step S5). After this, the location detection circuit 
25 waits for the detection of the start location of the packet 
data (step S6). 

On the contrary, when the PTS & DTS flag is other than 
"10" or **11 " in other words, when there is no PTS data 
existing, the location detection circuit 25 waits for the 
detection of the start location of the packet data (step S6). 

The location detection circuit 25, upon detection of the 
start location of the packet data, controls the selection circuit 
27, such mat the PTS data held by the data hold circuit 26 
is supplied to the random number generator 24 as the initial 
value. When there is no PTS data existing in the packet 
header of the packet data to be scrambled, the FTS data in 
the packet data immediately before the packet data to be 
scrambled, is supplied to the random number generator as 
the initial value (step S7). When the PTS data is not included 
in the packet data thus selected, a further previous packet 
data is selected, until the packet data including the PTS data 
is encountered. 

Thus, the XOR circuit 28 applies an XOR operation to the 
output stream of the MPEG encoder 22 for the part of the 
stream having the packet data to be scrambled and the 
random numbers output from the random number generator 
24. Thereby, the scrambling is achieved for the stream that 
includes the packet data that is to be scrambled. 

Thus, the location detection circuit 25 controls the selec- 
tion circuit 29 such that the scrambled output stream of the 
XOR circuit 28 is output continuously (step S8). until the 
stream for the packet data is finished (step S9). After this, the 
process returns to the step SI. 

The output stream of the MPEG encoder 22 is thus 
converted to a scrambled stream in which the stream for the 
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packet data is scrambled The scrambled stream is then packet data is descrambled. The descrambled stream is then 

stored in the storage medium 30. wherein the stream thus transmitted to the MPEG decoder 38. 

stared in the medium 30 is supplied to the descrambling In the MPEG decoder 38. a stream for the image data and 

circuit 31 as necessary. a stream for the audio data are separated from the stream 

FIG 6 is a flowchart showing the operation of the » supplied from the descrambling circuit 31 wherein (he 

descrambling circuit 31 according to the first embodiment of image data stream and the audio data stream thusseparated 

the present irventioa In the descrambling circuit 31. the are further decoded by the »™ »Ttae ™g 

same operation is repeated a number of times. Thus, the data and the audio data thus decoded by the MPEGdecoder 

description hereinafter will be made starting from the state 38 are then transmitted to the television receiver 39. 

in which the selection circuit 37 has finished outputting the 10 Thus, according to the first embodiment of the present 

stream for the packet data to be descrambled. invention, the output stream of the MPEG encoder 22 in the 

Referring to FIG. 6. the location detection circuit 33 MPEG2-PS-nrescribed format is converted te a scrambled 

controls the selection circuit 37 such that the stream supplied sMamby the scrambling circuit 23 such thai :toe s^am for 

from the medium 30 is continuously output (step PI). After ^V^^ ta ^.^^ am ^^J^£ 

this, the descrambling circuit 31 changes the state thereof 13 ^ ta ^'^^^ ia ^f^^. 3 }^^ 

and waits for the incomingof the packet start code (step P2). medium 30. wheremthe descr^b^gc^cm 31 transmits 

. . , . . . the stream to the MPEG decoder 38 after descrambling. 

The location detection circuit 33 discriminates whether m . 

toe slrcam for the packet data is to be descrambled. based Here, it should be noted that toe scrambling^ cnxuit 23 

u£n^ content* the scramble control information „ ^^f x ^^^^ tau ^J^SSZ 

described in the packet header part, when the packet start 20 t ^ mte J^ h ^. to ^~^E^?^ 

SUSS £t n^t Z££ ^crambled.T PTS in toe packet data imme«ately 

before the packet data to be scrambled, is supplied to the 

the packet start code. ^ w numbcr generator 24 as the initial value. When there 

When the stream for the packet data is scrambled and has ^ header of ^ ^ 

to be descrambled ("YES" "ep W)Jie to^ dett^ii sclcctc<t a f^err^cvious packet data is selected, until 

circuit 33 discriminates whether the FTS & DTS flag in Ae including the PTS data is encountered, 

packet heatoparUs -10" or "11" (stepP4). In other words, J the foregoing, the descrambling circuit 

existence of the FTS data is checked in Jta step. M 3,^™^ ^^jJLJ by supplying, for each 

When it is confirmed that the PTS & DTS flag is 10 or et ^ tQ ^ ^^^^ me fts data included in the 

"11," in other words, when it is confirmed that the FTS data hcadQ . tQ bc dcscramble( i t to m e random number 

exists, the location detection circuit 33 detects the location JZ^or 32 as the initial value. When mere is no FTS data 

of the FTS and causes the data hold circuit 34 to hold the ^ ^ ^ ^ hcadcr of mc pac ket data to be 

PTS data (step PS). After this, the descrambling circuit 31 35 desaamblc4 mc prs data in the packet data immediately 

waits for the detection of the start location of the packet data befare ^ ^ to ^ descrambled, is supplied to the 

(step P6). random number generator 32 as the initial value. When there 

On the contrary, when the FTS & DTS flag is other than is no prpg ^ata again in the packet header of the packet data 

"10" or M ll." in other words when there is no PTS data thus selected, a further previous packet data is selected, until 

existing, the location detection circuit 33 waites for the 40 a ^ including the PTS data is encountered, 

detection of the start location of the packet data (step P6). According to the data transmission method and system of 

The location detection circuit 33. upon detection of the me ^ t embodiment of the present invention, the random 
start location of the packet data, controls the selection circuit number generator 32 of the descrambling circuit 31 is 
35, such that the FTS data held by the data hold circuit 34 supplied, for each scrambled stream for the packet data, with 
is supplied to the random number generator 32 as the initial ^ c pt$ dau m which the data value is not constant or fixed, 
value. When there is no FTS data existing in the packet Thereby, the analysis of the random number pattern gener- 
header of the packet data to be descrambled, the FTS data in atjC ^ ^y the random number generator 32 becomes substan- 
tia packet data immediately before the packet data to bc tinil y difficult and the security of the data transmission is 
descrambled, is supplied to the random number generator 32 improved substantially, 
as the initial value (step P7). When there is no FTS data 

again in the packet header of the packet data, a further [Second Embodiment] 

previous packet data is selected, until a packet data including FIG. 7 shows a construction of the data transmission 

the FTS data is encountered. system according to a second embodiment of the present 

Thus, the XOR circuit 36 applies an XOR operation to the 55 invention, 

output stream of the medium 30 for the part of the stream Referring to FIG. 7, the data transmission system includes 

having the packet data to be descrambled and the random a camera 41 for acquiring image data, a microphone 42 for 

numbers output from the random number generator 32. acquiring audio data, and an MPEG encoder 43 encoding the 

Thereby, the descrambling is achieved for the stream that image data thus acquired by the camera 41 and the audio 

includes the packet data that is to be descrambled. ^ data thus acquired by the microphone 42 and further rnul- 

Thus. the location detection circuit 33 controls the selec- tiplexing the same by a time-divisional m^le^ng 

lion circuit 37 such that the descrambled output stream of the technique, to produce a stream prescribed by MFEG2-TS 

XOR circuit 36 is output continuously (step P8). until the (transport stream). 

stream for the packet data is finished (step P9). After this , the FIG. 8 shows the structure of the transport packet pre- 
process returns to step PI. 65 scribed by the MPEG2-TS. 

Thus, the stream supplied from the medium 30 is con- Referring to FIG. 8. the transport packet includes a header 

verted to a descrambled stream in which the stream for the and a payload. wherein the header includes 8-bit field for a 
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synchronization code, a 3-bit field for a flag, a 13-bit field for 
FID, a field for a scrambling control code, a field for an 
adaptation field control flag, a field for a cyclic counter of 4 
bits, and a field for an adaptation field length code of 8 bits, 
wherein the adaptation field control flag may include an 
adaptation flag of 1 bit or a payload flag of 1 bit. The 
adaptation flag indicate the existence of an a d aptation field, 
while the payload flag indicates existence of a payload. 

The payload. on the other hand, carries image data such 
as Al. BL A2. ... or audio data and includes a 1 bit field 
for a flag such as a PGR flag or an OPCR flag, and a 48-bit 
field for PCR (Program Clock Reference) data, wherein the 
PCR data is used for resetting an STC signal, a synchroni- 
zation signal used as a time reference, to a value specified by 
the MPEG encoder 43. The PCR data is inserted generally 
every 100 ms. Further, the PCR flag indicates whether or not 
the PCR exists. 

Referring back to FIG. 7, the data transmission system 
includes a scrambling circuit 44 that converts the output 
stream of the MPEG encoder 43 to a scrambled stream in 
which the stream for the payload is scrambled 

The scrambling circuit 44 includes a random number 
generator 45 of the DBS type that generates a series of 
random numbers specified by the key signal, and a location 
detection circuit 46 that carries out various operations such 
as detection of the synchronization byte or code included in 
the output stream of the MPEG encoder 43. confirmation of 
the content of the adaptation flag, confirmation of the 
content of the payload flag, confirmation of the content of 
the PCR flag, detection of the PCR location, and detection 
of start location of the payload. 

Further, the transmission system includes a data hold 
circuit 47 for holding the PCR data, wherein the data hold 
circuit 47 is controlled by the location detection circuit 46. 
upon detection of the location of the PCR by the location 
detection circuit 46, so as to hold the PCR data of which the 
location is thus detected. 

Further, the transmission system includes a selection 
circuit 48 that selectively supplies either the PCR data held 
by the data hold circuit 47 or the random numbers generated 
by the random number generator 45. to the random number 
generator 45 itself. It should be noted that the selection 
circuit 48 supplies, upon the detection of the start location of 
the payload to be scrambled by the location detection circuit 
46, the PCR data held by the data hold circuit 47 to the 
random number generator 45 as an initial value. Thereafter, 
the selection circuit 48 is controlled by the location detection 
circuit 46 such that the random numbers output from the 
random number generator 45 are fed back to the random 
number generator 45, until the output of the stream for the 
payload is finished 

The location detection circuit 46. the data hold circuit 47, 
and the selection circuit 48 together form an initial value 
supplying circuit of the scrambling circuit 44. 

Further, the transmission system includes an XOR circuit 
49 that applies an XOR operation to the output stream of the 
MPEG encoder 43, for the part corresponding to the payload 
that is to be scrambled, and further to the random numbers 
output from the random number generator 45. Thereby, the 
XOR circuit 49 scrambles the stream for the payload 

The transmission system further includes a selection 
circuit 50 that selectively outputs either the stream output 
from the MPEG encoder 43 and the stream output from the 
XOR circuit 49, wherein the selection circuit 50 is controlled 
by the location detection circuit 46 such mat the selection 
circuit 50 outputs a scrambled stream in which the stream for 
the payload output from the MPEG encoder 43 is scrambled 
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Further, the transmission system includes a digital modu- 
lator 51 for digitally modulating the output stream of the 
selection circuit *50 and hence the output of the scrambling 
circuit 44, an up-converter 52 for transmitting the output of 
5 the digital modulator 51. and a transmission antenna 53. 

The transmission system of FIG. 7 further includes a 
reception antenna 54 and a tuner 55 for tuning, and a digital 
demodulator 56 for digitally demodulating the tuner 55. 

The transmission system further includes a descrambling 
10 circuit 57 that descrarables the scrambled stream output 
from the digital demodulator 56 such that the scrambled 
stream for the payload is de scrambled 

The descrambling circuit 57, in turn, includes a random 
15 number generator 58 having a construction identical to the 
random number generator 45 and supplied with a key signal 
identical to the key signal used in the random number 
generator 45. 

The descrambling circuit 57 further includes a location 

20 detection circuit 59 that carries out various operations such 
as detection of the synchronization byte or code included in 
the stream output from the digital demodulator 56, confir- 
mation of the content of the adaptation flag, confirmation of 
the content of the payload flag, confirmation of the content 

25 of the PCR flag, detection of the PCR location, and detection 
of the start location of the payload 

Further, the descrambling circuit 57 includes a data hold 
circuit 60 for holding the PCR data, wherein the data hold 
circuit 60 is controlled by the location detection circuit 59, 

30 when the location detection circuit 59 has detected the 
location of the PCR, such that the data hold circuit 60 holds 
the PCR data thus detected 

The descrambling circuit 57 further includes a selection 
circuit 61 for selectively supplying either the PCR data held 

35 by the data hold circuit 60 or the random numbers generated 
by the random number generator 58. wherein the selection 
circuit 61 supplies the PCR data held by the data hold circuit 
60 to the random number generator 58 as the initial value 
when the location detection circuit 59 has detected the 

40 location of the payload that is scrambled. Thereafter, the 
selection circuit 61 is controlled by the location detection 
circuit 59 such that the random numbers output from the 
random number generator 58 are fed back to the random 
number generator 58. 

45 It should be noted that the location detection circuit 59, 
the data hold circuit 60 and the selection circuit 61 together 
form an initial value supplying circuit of the descrambling 
circuit 57. 

^ Further, the descrambling circuit 57 includes an XOR 
circuit 62 mat applies an XOR operation to the scrambled 
stream for the payload supplied from the digital demodulator 
56 and the random numbers output by the random number 
generator 58, wherein the XOR circuit 62 descrambles the 

J3 scrambled stream as a result of the XOR operation. 

The Scrambling circuit 57 further includes a selection 
circuit 63 selectively outputting either the stream output 
from the digital demodulator 56 or the stream output from 
the XOR circuit 62, wherein the selection circuit 63 is 

60 controlled by the location detection circuit 59 such that the 
selection circuit 63 outputs the descrambled stream in which 
the scrambled stream for the payload output from the digital 
demodulator 56 is descrambled. 
The output stream of the descrambling circuit 57 output 

65 from the selection circuit 63 is then supplied to an MPEG 
decoder 64 for separation and decoding of the image data 
stream and the audio data stream, and the image data and the 
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audio data thus separated and demodulated are supplied to a stream having the packet data to be scrambled and the 

television receiver 65. random numbers output from the random number generator 

In the data transmission system, it should be noted that the 45. Thereby, the scrambling is achieved for the stream that 

image data acquired by the camera 41 and the audio data includes the payload mat is to be scrambled 

acquired by the microphone 42 are encoded by the MPEG 5 Thus, the location detection circuit 46 controls the selec- 

encoder 43 in the form of a stream prescribed in the c i Icu i l 50 sucn that the scrambled output stream of the 

MPEG2-TS, and the stream thus encoded is supplied to the X q R 49 ^ output continuously (step N9), until the 

scrambling circuit 44. In the scrambling circuit 44, the 0Ut p Utt ing of the payload is finished (step N10). After this, 

stream is supplied to the location detection circuit 46, the ^ rcturns to me stcp N1 . 

data hold circuit 47, the XOR circuit 49 and the selection „ £ ^ rf ^ ^ ^ . $ ^ 

drcuit 50. , . - m converted to a scrambled stream in which the stream for the 

FIG. 9 is a flowchartshowmg ; the ^aaondT tiie «™i ^ ^ samsbltd stream is then 

scrambling circuit 44 according to me second eminent mc ^^b^g 57 via the digital 

of the present invention. In the scrambling circuit 44, the transmioea ;o mc ^ antennas 53 and 54 

same operation is repeated a number of times. Urns, the modulator 51. the up-convertcr 52. the antennas 53 and 54, 

description hereinafter will be made starting from the state 15 and the digital demodulator 56. 

in which the selection circuit 50 has finished outputting the FIG. 10 is a flowchart showing the operation of the 

stream for the payload to be scrambled. descrambling circuit 57 according to the second embodi- 

Referring to FIG. 9, the location detection circuit 46 mcn t of the present invention. In the descrambling circuit 

controls the selection circuit 50 such that the stream supplied 57, the same operation is repeated a number of times. Thus, 

from the MPEG encoder 43 is continuously output Thereby, 20 th c description hereinafter will be made starting from the 

the location detection circuit 46 is in the state for detecting s tate in which the selection circuit 63 has finished outputting 

the synchronization byte (step Nl). the stream for the packet data to be descrambled. 

The location detection circuit 46, in turn, discriminates Referring to FIG. 10, the location detection circuit 59 
whether or not the stream for the payload is to be scrambled, ^ controls the selection circuit 63 such that the stream supplied 
based on the content of the scramble control information from mc digital demodulator 56 is continuously output (step 
described in the packet header part, when the synchroniza- qjj Thereby, the location detection circuit 59 is set in the 
tion byte is detected (step N2). When the pertinent stream is statc for detecting the synchronization byte, 
not the subject of the scrambling, the operation returns to ^ |ocation detection circuit 59, in turn, discriminates 
step Nl and the location detection circuit 46 waits for the ^ whcthej . OT DOt mc slream for ^ payload is subjected to 
next incoming of the synchronization code. descrambling. based upon the content of the scramble con- 
When the stream for the packet data is the subject of ^ ^on^on described in the packet header part when 
scrambling ("YES" in the step N2). the location detection me ^ ncnroIli2at j 0n byte is detected (step Q2). When the 
circuit 46 discriminates whether there is an adaptation field pertinent stream is not the subject of the descrambling, the 
from the adaptation flag (step N3). 35 operation returns to the step Ql and the location detection 
When it is confirmed that the adaptation field exists circuit 59 waits for the next incoming of the synchronization 
("YES" m ^ ^3), me location detection circuit 46 dis- byte 

criminates whether there is a PCR from the PCR flag (step when ^ strcam for ^ & the subject of 

N4). When the PCR exists ("YES" in step N4) ? the location descnunbling ( «YES" in the step Q2), the location detection 

detection circuit 46 detects the location of the PCR and ^ circuit S9 discriminates whether or not the adaptation field 

causes the data hold circuit 47 to hold the PCR data (step from ^ adaptadon flag (step Q3). 

N5 )' . . „ t . . . When it is confirmed that the adaptation field exists 

The location detection circuit ,46 former ("YES" in step S3), the location detection circuit 59 dis- 

whether or not there is a payloadft^m the payload flag (step ^ whether nor not there exists a PCR from the PCR 

N6). If the payload exists CYT3S "**J^™$>** « flag (step Q4). when the adaptation field exists ("YES" in 

location detection circuit 46 waits until the start location of « W ^ location dete^oVdrcuit 59 detects the loca- 

the payload is detected (step NT). When there is no payload *P ^ me ^ ^ Mt ^ {0 hold 

(W in the step NT), the operation of the location detec- JJJ^ ^ ^ ^ 

tion circuit 46 returns to the step Nl. detection circuit 59 discriminates 

When \\^^^^^J^ S ^Z 50 whem" cTnot there is a payload from the payload flag (step 

ada P UUon iC j s ^scrim^tedm step N4 that payload exists ("YES" in step Q6), the 

there U no PCR the operauon goes to «««p W. ^ on detection cLuit 59 waits for the detection of the 

The location detection circuit 46^ upon detec^on the ^ d ^ When there is do 

start location of the payload. controls the selection circuit step Q6), process returns to the step Ql. 

48, such that the PCR data held by the data hold circuit 4T, 55 payioaa v . . ™ w j 7 ,w„Tc ™ 

Corner words the PCR data of the pack* header part of the When it is discriminated in step Q3 that ttiere is no 

£ylo£?o be scrambled, is supphedtome randoTnumber adaptation field (W in step *J" 

SneraTor 48 as the initial value(step N8). When there is no nated in the step S4 that there is no PCX ( NO in the step 

PCR existing in the packet header to be scrambled, the PCR Q4). the process proceeds to the step Q6. 

data in the packet data immediately before the packet data to 60 The location detection circuit 59, upon detection of the 

be scrambled, is supplied to the random number generator start location of the payload after the step QT. controls the 

45 as the initial value (step N8). When the PCR data is not selection circuit 61, such that the PCR data held by the data 

included in the packet data thus selected, a further previous hold circuit 60, in other words the PCR data in the payload 

packet data is selected, until the packet data including the to be descrambled, is supplied to the random number gen- 

PCR data is encountered. 65 erator 58 as the initial value. When there is no PCR existing 

Thus the XOR circuit 49 applies an XOR operation to the in the packet header of the payload to be descrambled. the 

output stream of the MPEG encoder 43 for the part of the PCR data in the packet header of the payload immediately 
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before the payload to be descrambled is supplied to the Id the present embodiment it is possible to use the value 

random Dumber generator 58 as the initial value (step Q8). of the cyclic counter as the initial value in the random 

When there is do PCR data again in the packet header of the number generators 45 and 58. in stead of using the PCR data, 

packet data, a further previous payload is selected, until a Further, it is possible to use data produced by combining the 

payload including the PCR data is encountered. 5 PGR and the cyclic counter value. Alternatively, the initial 

Thus, the XOR circuit 62 applies an XOR operation to the value may be obtained by applying an operation to the PO* 

output stream of the digital demodulator 56 for the part of and the cyclic counter value, 

the payload to be descrambled and the random numbers [Third Embodiment] 
output from the random number generator 58. Thereby, the 

descrambling is achieved for the stream that includes the io FIG. 11 shows a construction of a data transmission 

payload that is to be descrambled. system according to a third embodiment of the present 

Thus, the location detection circuit 59 controls the selec- invention, 

tion circuit 63 such that the scrambled output stream of the Referring to FIG. 11. the data transmission system 

XOR circuit 62 is output continuously (step Q9). until the includes a camera 67 for acquiring image data, a microphone 

stream for the packet data is finished (step Q10). After this. 15 68 for acquiring audio data, and an MPEG encoder 69 

the process returns to step Ql. encoding the image data thus acquired by the camera 67 and 

The stream thus output from the demodulator 56 is Je audio data thus acquired by the microphone 68 and 

converted to a descrambled stream by the descrambling multmlexing the same by a time-divmonal multi- 

circuit 57 such that the stream for the payload is Pyxing technique, to produce a stream prescribed by 

descrambled in the descrambling circuit 57. The 20 MPEG2-PS. 

descrambled stream is then supplied to the MPEG decoder In FIG. 11. the system includes a scrambling circuit 70 

54 that scrambles the output stream of the MPEG encoder 69. 

In the MPEG decoder 64. the stream for the image data by scrambling the stream of the packet data, 

and the stream for the audio data are separated from the The scrambling circuit 70 includes a random number 

descrambled stream and encoded, wherein the image data generator 71 and a location detection circuit 72. wherein the 

and the audio data thus encoded are supplied to the televi- random number generator 71 is a random number generator 

sion receiver 65 of the DES (Data Encryption Standard) type and produces a 

Thus, in the data transmission system and method accord- series of random numbers specified by a key signal. On the 

ing to the second embodiment of the present invention, the M °ther kand\ » c l*** 00 detection circuit 72 is supplied with 

stream of the MPEG2-TS format output from the MPEG thc 0Ut P m ***** of ^EG encod f 69 ™ d cames 

encoder 43 is converted to a scrambled stream by the various operations such as detection of a packet start code, 

scrambling circuit 44 in which the stream for the payload is confirmation of the ^ntent the PES scramble control 

scrambled The scrambled stream is men supplied to the coimrmation of the PTS & DTS flag, location detection of 

descrambling circuit 57 for descrambling. Thc stream thus 35 WS. detection of the starting location of the packet data, 

descrambled is then transmitted to the MPEG decoder 64. 411(1 tnc likc - 

In the scrambling circuit 44. the scrambling is made by The saambliog circuit 70 further includes a serial-to- 
supplying the PCR data in thc packet header of the of parallel converter 73 that carries out a parallel conversion of 
payload to be scrambled to the random number generator 45 *e output stream of the MPEG encoder 69 to a parallel 
as an initial value. When there is no PCR existing in the 40 streamof 6^ bits, and a register 74 of a 40 bit size for holding 
packet header of the payload to be scrambled, the PCR data toe PTS data. The register 74 is controlled by the location 
in the packet header of the payload immediately before the detection circuit 72, upon the detection of the location of the 
payload to be scrambled, is supplied to the random number *TS by the location detection circuit 72. such that the 
generator 45 as the initial value. When there is no PCR data register 74 holds the PTS data output from the scrial-to- 
again in the packet header of the payload, a further previous 45 parallel converter 73. 

payload is selected, until a payload including the PCR data Further, the scrambling circuit 70 includes another regis- 

is encountered. ter 75 of a 64-bit size, wherein the register 75 is controlled 

In the descrambling circuit 57, the descrambling Is made by ™e location detection circuit 72 and holds the stream for 

by supplying the PCR data in the packet header of thc me P*^ 1 data to be scrambled. 

payload to be descrambled to the random number generator 50 The scrambling circuit 70 further includes a selection 

58 as an initial value. When there is no PCR existing in the circuit 76 that selectively supplies either the PTS data held 

packet header of the payload to be descrambled. the PCR by the register 74 or random numbers generated by the 

data in the packet header of the payload immediately before random number generator 71, to the random number gen- 

the payload to be Scrambled, is supplied to the random erator 71 itself. Thus, the selection circuit 76 supplies the 

number generator 58 as the initial value. When there is no 55 PTS data held in the register 74 to the random number 

PCR data again in the packet header of the payload a further generator 71 as the initial value when the location detection 

previous payload is selected, until a payload including thc circuit 72 detects the start location of the packet data to be 

PCR data is encountered. scrambled Thereafter, the selection circuit 76 is controlled 

According to the data transmission method and system of by the location detection circuit 72. until the stream of the 

the second embodiment of the present invention, the random €0 P acket ^ completed, such that the random numbers 

number generator 58 of the descrambling circuit 57 is generated by the random number generator 71 are fed back 

supplied for each stream for the payload to be descrambled 10 * c random number generator 71. 

with the PCR data of which data value is not constant It should be noted that the location detection circuit 72, 

Thereby, analysis of the random number pattern generated the register 74 and the selection circuit 76 together form an 

by the random number generator 58 becomes difficult, and 65 initial value supplying circuit in the scrambling circuit 70. 

the security of the data transmission is improved The scrambling circuit 70 further includes an XOR circuit 

substantially. 77 that applies an XOR operation to the output parallel 



09/26/2003, EAST Version: 1.04.0000 



5,787, 

17 

stream of the register 75 and to the random numbers output 
by the random number generator 71. As a result of the XOR 
operation, the stream for the packet data is scrambled. 

The scrambling circuit 70 further includes a register 78 of 
a 64 bit size for storing the parallel stream output from the 5 
XOR circuit 77 under control of the location detection 
circuit 72 and a parallel-to-serial converter 79 for converting 
the parallel stream output from the register 78 to a serial 
stream 

Further, the scrambling circuit 70 includes a selection 10 
circuit 80 that selectively outputs the output stream of the 
MPEG encoder 69 or the output stream of the parallel-to- 
serial converter 79. The selection circuit 80 is controlled by 
the location detection circuit 72 such that a scrambled 
stream is output In the scrambled stream the packet data of 15 
the stream output by the MPEG encoder 69 is scrambled 

The output stream of the selection circuit 80 is supplied to 
a medium 81, which may be a disk, wherein the medium 81 
stores the output stream of the scrambling circuit 70. The ^ 
output stream of me scrambling circuit 70 thus stored in the 
medium 81 is then dc scrambled by a descr ambling circuit 
82. More specifically, the de scrambling circuit 82 converts 
the stream read out from the medium 81 to a stream in which 
the scrambled packet data in the scrambled stream is 
descr ambled 

It should be noted that the descrambling circuit 82 
includes a random number generator 83 identical to the 
random number generator 71 and uses the same key signal 
used in the random number generator 71. ^ 

The descrambling circuit 82 further includes a location 
detection circuit 84, wherein the location detection circuit 84 
is supplied with the output stream of the scrambling circuit 
70 via the medium 81 and carries out various operations 
such as detection of a packet start code, confirmation of the 33 
content of the PES scramble control, confirmation of the 
PTS & DTS flag, location detection of the FTS, detection of 
the starting location of the packet data, and the like. 

The descrambling circuit 82 further includes a serial-to- 
parallel converter 85 that carries out a serial-to-parallel ^ 
conversion of the serial stream from the medium 81 to a 
parallel stream of a 64-bit width, and a register 86 of a 40 
bit width for holding the PTS data. The register 86 is 
controlled by the location detection circuit 84, upon the 
detection of the location of the PTS by the location detection 45 
circuit 84, such that the register 86 holds the PTS data output 
from the scrial-to-parallel converter 85. 

Further, the scrambling circuit includes another register 
87 of a 64-bit width, wherein the register 87 is controlled by 
the location detection circuit 84 and holds the stream for the xi 
packet data to be descrambled. 

The scrambling circuit 82 further includes a selection 
circuit 88 that selectively supplies either the FTS data held 
by the register 86 or random numbers generated by the 
random number generator 83. to the random number gen- 55 
eratoi 83 itself. Thus, the selection circuit 88 supplies the 
PTS data held by the register 86 to the random number 
generator 83 as the initial value when the location detection 
circuit 84 detects the start location of the packet data to be 
descrambled Thereafter, the selection circuit 88 is con- 60 
trolled by the location detection circuit 84, until the stream 
of the packet data is completed such that the random 
numbers generated by the random number generator 83 are 
fed back to the random number generator 83. 

It will be noted that the location detection circuit 84, the 65 
register 86 and the selection circuit 88 together form an 
initial value supplying circuit in the descrambling circuit 82. 
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The descrambling circuit 82 further includes an XOR 
circuit 89 that applies an XOR operation to the stream 
supplied from the register 87 for the part of the packet data, 
which is subjected to the descrambling, and further to the 
random numbers output by the random number generator 
83. As a result of the XOR operation, the stream for the 
packet data is descrambled. 

The descrambling circuit 82 further includes a register 90 
of a 64-bit construction for holding the parallel stream 
output from the XOR circuit 89 under control of the location 
detection circuit 84, and a parallel-to-serial converter 91 for 
converting the output parallel stream of the register 90 to a 
serial stream. 

Further, the descrambling circuit 82 includes a selection 
circuit 92 that selectively outputs the stream from the 
medium 81 or the stream from the parallel-to-serial conver- 
sion circuit 91. The selection circuit 92 is controlled by the 
location detection circuit 84 such that a descrambled stream 
is output In the descrambled stream, the packet data of the 
stream supplied from the medium 81 is descrambled 

The stream thus descrambled by the descrambling circuit 
82 and output from the selection circuit 92 is supplied to an 
MPEG decoder 93 for separation and decoding of the stream 
for the image data and the stream for the audio data, wherein 
the image data and the audio data thus decoded are supplied 
to a television receiver 94. 

In such a data transmission system, the image data 
acquired by the camera 67 and the audio data acquired by the 
microphone 68 are encoded by the MPEG encoder 69 in the 
form of a stream prescribed by the MPEG2-PS. wherein the 
stream thus produced is supplied to the scrambling circuit 
70. In the scrambling circuit 70, the stream is supplied to the 
location detection circuit 72. the serial-to-parallel converter 
73, and the selection circuit 80. 

In operation, the location detection circuit 72 decides 
whether or not the stream for the packet data is subjected to 
scrambling, based upon the content of the scramble control 
information described in the packet header part, when the 
packet start code is detected When the pertinent stream is 
not the subject of scrambling, the operation returns to the 
state for waiting for the incoming of the packet start code. 

When the stream for the packet data is the subject of 
scrambling, the location detection circuit 72 discriminates 
whether the PTS A DTS flag in the packet header is "10" or 
"IP. In other words, existence of the PTS data is checked 
in this step. 

When it is confirmed that the PTS & DTS flag is U 1(T or 
"11" in other words, when it is coririrmed that the PTS data 
exists, the location detection circuit 72 detects the location 
of the FTS and causes the register 74 to hold the PTS data. 
After this, the scrambling circuit 70 waits far the detection 
of the start location of the packet data. 

On the contrary, when the FTS & DTS flag is other than 
"10** or "11" in other words when there is no PTS data 
existing, the location detection circuit 72 continues detecting 
the start location of the packet data. 

The location detection circuit 72, upon detection of the 
start location of the packet data, controls the selection circuit 
76. such that the PTS data held by the register 74 is supplied 
to the random number generator 71 as the initial value. 
When there is no PTS data existing in the packet header of 
the packet date to be scrambled the FTS data in the packet 
data immediately before the packet data to be scrambled is 
supplied to the random number generator 71 as the initial 
value. When the PTS data is not included in the packet data 
thus selected a further previous packet data is selected until 
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the packet data including the FTS data is encountered. having the packet data to be de scrambled and the random 

Further, the output stream of the serial -to-parallel converter numbers output from the random number generator 83. 

73 is held by the register 75. Thereby, the scrambling is achieved for the stream that 

Thus, the XOR circuit 77 applies an XOR operation to the includes the packet data that is to be descrarnbled. 

output stream of the register 75 for the part of the stream 5 Thus, the location detection circuit 84 controls the selec- 

having the packet data to be scrambled and the random tion circuit 92 such that the scrambled output stream of the 

numbers output from the random number generator 71. parallel-to-serial converter 91 is output continuously, until 

Thereby, the scrambling is achieved for the stream that the stream for the packet data is finished. After this, the 

includes the packet data that is to be scrambled. Trie selection circuit 92 is controlled such that the stream from 

resultant scrambled stream is held in the register 78, and the 10 the medium 81 is output as it is. 

parallel stream output from the register 78 is converted to the Thus, the stream supplied from the medium 81 is con- 
serial stream by the parallel-to-serial converter 79. verted to a descrambled stream in which the stream for the 

Thus, the location detection circuit 72 controls the selec- packet data is descrambled. The descrambled stream is then 

tion circuit 80 such that the scrambled output stream of the transmitted to the MPEG decoder 93. 

parallel-to-serial converter 79 is output continuously, until 15 In me MPEG decoder 93, the stream for the image data 

the stream for the packet data is finished, and such that the and the stream for the audio data are separated from the 

output stream of the MPEG encoder 69 is output as it is after stream supplied from the descrambling circuit 82, wherein 

the output of the scrambled stream is finished. the image data stream and the audio data stream thus 

Thereby, the output stream of the MPEG encoder 69 is 2Q separated are former decoded by the ^Gdecoder 92LThe 

converted to the scrambled stream in which the stream for image data and the audio data thus decoded by the MPEG 

the packet data is scrambled. The scrambled stream is then decoder 93 are then transmitted to the television receiver 94. 

stored in the storage medium 81, wherein the stream thus Thus, according to the third embodiment of the present 

stored in the medium 81 is supplied to the descrambling invention, the output stream of the MPEG encoder 69 in the 

circuit 82 as necessary. 25 MFEG2-PS-prescribed format is converted to a scrambled 

In the descrambling circuit 82. the stream from the stream by the saambiing cir cuit 70 such that the stream te 

medium 81 is supplied to the location detection circuit 84, me packet s to be sailed is scrambled The scramWed 

the serial-to-paraHel converter 85 and the selection circuit strcamis then supphed to the descrambling circuit 82 via the 

uic wiiiu ivy medium 81, wherein the descrambling circuit 82 transmits 

- , . . the stream to the MPEG decoder 93 after descrambling. 

In the descrambling circuit, the location detection circuit 30 . , , , A A . t . ... - A 

vvu-v* Z number generator 71 as the initial value. When there is no 

part, when the packet start code is dettddLJte. *c ^^ C ™ * kct hcadcr of mc packct ^ t0 be 

pertinent stream is not the subject of me de crambling me 35 ^ in me packet data immediately 

operation returns to a state of waiting for the incoming of the scramoicu, mc no wu. m u it F . . A * 

Ct c*<*r* r^A before the packet data to be scrambled, is supplied to the 

packet start code, random number generator 71 as the initial value. When there 

When the stream for the packet data is shambled, die . $ nQ ^ ^ again ^ ^ ncadcr of th c packet data 

location detection circuit 84 discrimmates whether the FTS ^ fl packet data is selected, until 

& DTS flag in the packet header part is 10 or 11 .In other w a packet data including the FTS data is encountered, 

words, existence of the FTS data is checked in this step. cooformity t0 the foregoing, the descrambling circuit 

When it is confirmed that the FTS & DTS flag is "10 or n cm ^ & om ^ ^ scramblil ig by supplying, for each 

"1 r. in other words, when it is confirmed that the PTS data ^ ^ to ^ scrambled, the FTS data included in the 

exists, the location detection circuit 84 detects the location ^ ^ ncadeT to ^ descrambled, to the random number 

of the FTS and causes the register 86 to hold trie FTS data. gcncratoi 83 as the initial value. When there is no FTS data 

After this, the descrambling circuit 82 waits for the detection ^ me ^ hcadcr of me packet data to be descrambled, 

of the start location of the packet data. ^ VTS data in the packet data irnrncdiatcly before the 

On the contrary, when the FTS & DTS flag is other than packet data to be descrambled, is supplied to the random 

M 1(T or "11,** in other words when there is no FTS data ^ numD cr generator 83 as the initial value. When there is no 

existing, the location detection circuit 84 continues detecting prs data again in the packet header of the packet data thus 

the start location of the packet data. selected, a further previous packet data is selected, until a 

The location detection circuit 84, upon detection of the packet data including the PTS data is encountered, 
start location of the packet data, controls the selection circuit According to the data transmission method and system of 
88, such that the FTS data held by the register 86 is supplied 5i th c third embodiment of the present invention, the random 
to the random number generator 83 as the initial value. number generator 83 of the descrambling circuit 82 is 
When there is no PTS data existing in the packet header of supplied, for each scrambled stream for the packet data, with 
the packet data to be descrambled, the FTS data in the packet the PTS data in which the data value is not constant or fixed, 
data immediately before the packet data to be descrambled, Thereby, the analysis of the random number pattern gener- 
is supplied to the random number generator 83 as the initial 60 ated by the random number generator 83 becomes substan- 
value. When there is no PTS data again in the packet header tially difficult, and the security of the data transmission is 
of the packet data, a further previous packet data is selected. improved substantially, 
until a packet data including the FTS data is encountered. 

Further, the output stream of the serial-to-paraUel converter [Fourth Embodiment J 
85 is held by the resister 87. 63 FIG. 12 shows a data transmission system for implement- 
Thus, the XOR circuit 89 applies the XOR operation to ing a data transmission method according to a fourth 
the output stream of the register 87 for the part of the stream embodiment of the present invention. 
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Referring to FIG. 12, the data transmission system 
includes a personal computer 97 and a PCMCIA (Personal 
Computer Memory Card International Association) card 98 
constructed in conformity to the Release 2.0 of PCMCIA. 

The personal computer 97 includes a CPU (Central Pro- 
cessing Unit) 99, a memory 100, a bus 101 and a PCMCIA 
interface 102. 

Further, the personal computer 97 includes a disk drive 
103 including a disk 104, wherein the disk 104 stores a 
MPEG2-PS stream in a scrambled state in which the stream 
for the packet data is scrambled. Further, the disk drive 
includes a head mechanism 105 for reading the stream from 
the disk 104. 

The system of FIG. 12 further includes a location detec- 
tion circuit 106 which is supplied with the stream read out 
by the head mechanism 105 and carries out various opera- 
tions such as detection of the packet start code, confirmation 
of the content of the PES scramble control, confirmation of 
the FTS A DTS flag, location detection of the FTS, detection 
of the starting location of the packet data, and the like. 

Further, the PCMCIA card 9* includes a random number 
generator 107 for generating a series of random numbers 
specified by a key signal, and a data hold circuit 108 for 
holding the PTS data, wherein the data hold circuit 108 is 
controlled, when the location detection circuit 106 detects 
the location of the FTS data, so as to hold the FTS data, of 
which location is thus detected. 

The PCMCIA card 98 further includes a selection circuit 
109 that selectively supplies either the PTS data held by the 
data hold circuit 108 or the random numbers generated by 
the random number generator 107, to the random number 
generator 107 itself. Thus, the selection circuit 109 supplies 
the PTS data held in the data hold circuit 108 to the random 
number generator 107 as the initial value when the location 
detection circuit 106 detects the start location of the packet 
data to be scrambled Thereafter, the selection circuit 109 is 
controlled by the location detection circuit 106, until the 
stream of the packet data is completed, such that the random 
numbers generated by the random number generator 107 are 
fed back to the random number generator 107. 

The PCMCIA card 98 further includes an XOR circuit 110 
mat applies an XOR operation to the ou tout stream from the 
head mechanism 105 for me part of the packet data, which 
is subjected to the scrambling, and further to the random 
numbers output by the random number generator 107. As a 
result of the XOR operation, the stream for the packet data 
is descrambled. 

Further, the PCMCIA card 98 includes a selection circuit 
111 that selectively outputs the output stream of the head 
mechanism 105 and the output stream of the XOR circuit 
110. The selection circuit 111 is controlled by the location 
detection circuit 106 such that a descrambled stream is 
output In the descrambled stream, the scrambled packet 
data of the stream output by the head mechanism 105 is 
descrambled. 

In addition, the PCMCIA card 98 includes a memory 
device 112 for storing ID data for identification of the user, 
and the like, and a processing circuit 113 cooperating with 
the memory device 112 for outputting the ID data thus read 
out from the memory device 112. 

It should be noted that the location detection circuit 106 
and the PCMCIA card 98 together form a descrambling 
circuit according to the fourth embodiment of the present 
invention. 

Further, it should be noted that the location detection 
circuit 106, the data hold circuit 108 and the selection circuit 
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109 form an initial value supplying circuit of a descrambling 
circuit The location detection circuit 106 may be provided 
inside the PCMCIA card 98, althought it is more preferable 
to provide the location detection circuit 106 inside the 

5 personal computer 97 for decreasing the number of input 
and output pins of the PCMCIA card 98. 

It should be noted that the personal computer 97 includes 
an MPEG decoder 114 wherein the MPEG decoder 114 
separates and decodes the image data stream and audio data 
stream from the stream output from the selection circuit 111 
to reproduce image data and audio data. 

Further, the personal computer 97 includes a display 
device 115 supplied with the image data from the MPEG 
decoder 114 and a speaker supplied with the audio data from 
the MPEG decoder 114. 

15 In the data transmission system of FIG. 12, the CPU 99 
urges the PCMCIA card 98 to output the ID data, when the 
PCMCIA card 98 is inserted into the personal computer 97, 
wherein the CPU 99 decides whether or not the ID data thus 
output is acceptable. If the result is "YES,** the CPU 99 

20 causes the processing circuit 113 to generate a key signal 
identical to the key signal used when scrambling the data on 
the disk 104. Thereby, the random number generator 107 
generates a series of random numbers identical to the series 
of the random numbers used at the time of scrambling. 

23 Upon activation of the disk drive 103, the stream stored 
in the disk 104 is read out by the head mechanism 105 and 
is supplied to the location detection circuit 106, the data hold 
circuit 108 in the PCMCIA card 98, the XOR circuit 110 and 
the selection circuit 111. 

30 Tlie location detection circuit 106 then decides whether or 
not the stream for the packet data is to be descrambled, based 
upon the content of the scramble control information 
described in the packet header, when the packet start code is 
detected. When the pertinent stream is not the subject of the 

33 descrambling, the operation returns to the state for waiting 
for the incoming of the packet start code. 

When the stream for the packet data is the subject of the 
descrambling, on the other hand, the location detection 
circuit 106 discriminates whether the FTS & DTS flag in the 

40 packet header part is "10** or "11". In other words, existence 
of the PTS data is checked in this step. 

When it is confirmed that the PTS & DTS flag is "1(T or 
M ll " in other words, when it is confirmed that the PTS data 

45 exists, the location detection circuit 106 detects the location 
of the PTS data and causes the data hold circuit 108 to hold 
the FTS data. After this, the location detection circuit 106 
takes a state of waiting for the detection of the start location 
of the packet data. 

50 On the contrary, when the PTS & DTS flag is other than 
44 10" or "11 " in other words, when there is no PTS data 
existing, the location detection circuit 106 continues detect- 
ing the start location of the packet data. 
The location detection circuit 106, upon detection of the 

55 start location of the packet data, controls the selection circuit 
109, such that the FTS data held by the data hold circuit 108 
is supplied to the random number generator 107 as the initial 
value. When there is no FTS data existing in the packet 
header of the packet data to be descrambled. the PTS data in 

60 the packet data immediately before the packet data to be 
descrambled, is supplied to the random number generator 
107 as the initial value. When there is no PTS data again in 
the packet header of the packet data, a further previous 
packet data is selected, until a packet data including the FTS 

$5 data is encountered. 

Thus, the XOR circuit 110 applies the XOR operation to 
the output stream of the head mechanism 105 for the part of 
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the stream having the packet data to be dcscrarablcd and the the MPEG encoder 117 into a scrambled stream in which the 

random numbers output from the random number generator stream for the packet data is scrambled. 

107. Thereby, the descrambling is achieved for the stream it should be noted that the scrambling circuit 118 is used 

that includes the packet data that is to be descrambled. in the previous embodiment for scrambling the stream. 

Thus, the location detection circuit 106 controls the s The scrambling circuit 118 includes a buffer memory 119 

selection circuit 111 such that the descrambled output stream for storing the output stream of the MPEG encoder 117. a 

of the XOR circuit 110 is output continuously, until the memory controller 120 for controlling the buffer memory 

stream for the packet data is finished. After this, the stream U9 and a bus 121. 

from the head mechanism 105 is output as it is. Further, the scrambling circuit 118 includes a random 

Thus, the scrambled stream supplied from the head 10 number generator 122 and a location detection circuit 123. 

mechanism 105 is converted to a descrambled stream in wherein the random number generator 122 is a random 

which the stream for the packet data is descrambled. The number generator of the DBS (Data Encryption Standard) 

descrambled stream is then transmitted to the MPEG type and produces a series of random numbers specified by 

decoder 114. a key signaL On the other hand, the location detection circuit 

In the MPEG decoder 114, the stream for the image data 15 123 is provided by a CPU implemented in the form of an 

and the stream for the audio data are separated from the integrated circuit wherein the CPU 123 carries out various 

stream supplied from the PCMCIA card 98. wherein the operations such as detection of a packet start code, confir- 

image data stream and the audio data stream thus separated mation of the content of the PES scramble control, confir- 

are further decoded by the MPEG decoder 114. The image mation of the PTS & DTS flag, location detection of the PTS 

data and the audio data thus decoded are men transmitted to 20 and detection of the starting location of the packet data, for 

the display device 115 and the speaker 116. a MPEG2-PS stream. In the case of a MPEG2-TS stream. 

Thus, according to the data transmission system and the location detection circuit 123 carries out operations such 

method of the fourth embodiment of the present invention, *s detection of a synchronization byte, confirmation of the 

the scrambled stream read out from the disk 104, in which content of the adaptation flag, coiiflrmation of the content of 

the packet data of an MPEG-PS2 stream is scrambled, is the payload flat, camrmation of the content of the PCR flat, 

descrambled by a descrambling circuit that includes the detection of a PCR location, detection of the start location of 

location detection circuit 106 and the PCMCIA card 98. payload, and the like. 

Here, it should be noted that the descrambling circuit Further, the scrambling circuit 118 includes a program 
including the detection circuit 106 and the PCMCIA card 98 M memory 124 for storing a program that switches the opera- 
carries out the descrambling by supplying, for each packet * on of the CPU 123 depending upon whether the stream 
data to be descrambled. the PTS data included in the packet from encoder 117 is an MFEG2-PS stream or an 
header to be descrambled, to the random number generator MPEG2-TS stream 

107 as the initial value. When there is no PTS data existing The scrambling circuit 118 further includes a data register 

in the packet header of the packet data to be descrambled, 35 125 for holding an initial value to be supplied to the random 

the PTS data in the packet data immediately before the number generator 122. Thus, the data register 125 stores the 

packet data to be desaambled, is supplied to the random PTS data when the output stream of the MPEG encoder 117 

number generator 107 as the initial value. When there is no is an MPEG2-PS stream. When the stream from the MPEG 

PTS data again in the packet header of the packet data thus encoder 117 is a MPEG2-TS stream, the data register 125 

selected, a further previous packet data is selected, until a 40 stores the PCR data. 

packet data including the PTS data is encountered. The scrambling circuit 118 further includes a selection 
According to the data transmission method and system of circuit 126 and a control register 127 controlling the opera- 
te fourth einbodiment of the present invention, the random *ion of the selection circuit 126, wherein the selection circuit 
number generator 107 in the PCMCIA card 98 is supplied, 126 selectively supplies cither the data held by the data 
for each scrambled stream for the packet data, with the PTS 45 agister 125 or the random numbers generated by a random 
data in which the data value is not constant or fixed. Thereby, number generator 122, to the random number generator 122 
the analysis of the random number pattern generated by the itself. 

random number generator 107 becomes substantially Thus, the selection circuit 126 supplies the data held in the 

difficult, and the security of the data transmission is data register 125 to the random number generator 122 as the 

improved substantially. 50 initial value when the CPU 123 detects the start location of 

Further, it is possible to construct the PCMCIA card to * e P**<* OT Pay load to scrambled. Thereafter, the 

carry accounting information. In this case, it is possible to selection circuit 126 is controlled by the output of the control 

charge a fee for the information that is read out from the disk agister 127, until the stream of the packet data or the 

104 payload is completed, such that the random numbers gen- 

55 erated by the random number generator 122 are fed back to 

[Fifth Embodiment] the random number generator 122. 

FIG. 13 shows a data transmission system for implement- The scrambling circuit 118 further includes a data register 

ing a data transmission method according to a fifth embodi- 128 for storing the output stream of the buffer memory 119 

ment of the present invention. and an XOR circuit 129 that applies an XOR operation to the 

Referring to FIG. 13, the system includes an MPEG 60 output stream of the data register 128 for the part of the 

encoder 117 that encodes image data acquired by a camera packet data to be scrambled and further to the random 

and audio data acquired by a microphone to produce a bit numbers output by the random number generator 122. As a 

stream prescribed by MPEG2-PS or MPEG2-TS, by multi- result of the XOR operation, the stream far the packet data 

plexing the same according to a time-divisional multiplex- is scrambled. 

ing. 65 Further, the scrambling circuit 118 includes a selection 

Further, the data transmission system of FIG. 13 includes circuit 130 that selectively outputs the output stream of the 

a scrambling circuit 118 that converts the output stream of data register 128 and the output stream of the XOR circuit 
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129 The selection circuit 130 is controlled such that a circuit 143 applies an XOR operation to the output stream of 

scrambled stream for the packet data or the payload is the data register 142 and further to the output random 

output In the scrambled stream, the packet data or the numbers of me random numrjer generator 136. As a result of 

payload of the stream from the data register 128 is the XOR operation, the scrambled stream for the packet data 

scrambled. * Is descrambled. 

The output stream of the selection circuit 130 is supplied Further, the descrambUng circuit 132 includes a selection 

to a medium 131. which may be a disk, wherein the medium circuit 144 mat selectively outputs the output stream of the 

stores the output stream of the scrambling circuit 118. data register 142 or the output stream of the XOR circuit 

* - vi- no th.,e 143 The selection circuit 144 is controlled such that a 

The output stream * *e s 7 mWin * ^ ™ to JS^led su^mis output, in which the packet data or 

stored ij. the medium 131isthen descrambled by a descram- ~K£2^,X s^supphed from the data 

bling circuit 152. r stex 142. 

More specifically, the descrambUng circuit 132 includes a ^ descrambled by the descrambling circuit 

buffer memory 133 for stormg t£ ~ «g«J£ £ ^S^^^^ia 145 for separation and 

medium 131. a memory controUer 134 for controlling the u FP ^ ^ ^ ^ ^ ^ strcamfor 

buffer memory 133 and a bus 135. ^ ^ ^ ^ ^ and ^ audio ^ta 

Further, the descrambling circuit 132 includes a random ± ^ <Jecoded m suppU ed to a television receiver 145. 

number generator 136 which is ; identical in Mto transmission system, the image data 

the ran^mnumber generator ^^. u £f£^o£ acquired by the camera and the audio data acquired by the 

signal identical to the key signal used in the random number 20 ^ CQCoded by &e MPEG eDcodcr 117 in ihe 

generator 136. forra of a stream prescribed by the MFEG2-PS or MPEG2- 

The descrambUng circuit 132 further includes a location TS whcrein Ac streanl mus encoded is suppUed to the 

detection circuit 137. wherein the location detection circuit sc^aing circuit H8 

137 is provided by a CPU and carries out various • °£^ons scrambling circuit 118, the stream is stored in the 

such as detection of a packet start code, confirmation of the 25 tT -Tl 6 . . Alir thp /-tot 1M 

intent of the PES scramble control, confirmation of the buffer memory 119 and is read out ty *e CPU 123- 

PTS & DTS flae location detection of the FTS, detection of When the output stream of the MPEG encoder 117 is an 

the starting location of the packet data, and the like, for a MPEG2-PS stream, the CPU 123 carries various operations 

MFEG2-FS stream. When the stream supplied to the loca- such as detection of the packet start code, confirmation of 

tion detection circuit 137 is a MPEG2-TS stream, on the 30 the content of the PES scramble control wnfamation of die 

other hand the location detection circuit 137 carries out content of the PTS & DTS, detection of the location of the 

operations such as detection of the synchronization byte, FTS. detection of the start location of the packet data, and 

confirmation of the content of the adaptation flag, confix- the like. 

mation of the content of the payload flag, confirmation of the when the CPU 123 has detected a packet start code, a 

content of the PCR flag, detection of the PGR location, 35 discrimination is made whether or not the stream for the 

detection of the start location of the payload. and the like. packet data is to be scrambled or not based upon the content 

Further the descrambUng circuit 132 includes a program of the scrambling control in the packet header. When the 

memory 138 that switches the operation of the CPU 137 pertinent stream is not the subject of the scrambling, the 

depending on whether the stream from the medium 131 is an CPU 123 returns to the state for detecting the packet start 

MPEG2-PS stream or an MPEG2-TS stream. 40 code. 

The descrambUng circuit 132 further includes a register When the stream for the packet data isto te scrambled. 

139 for storing an initial value to be supplied to the random the CPU 123 discriminates whether the PTS & DTS flag in 

number generator 136, wherein the register 139 stores the the packet header is "10" or "lir In other words, existence 

PTS data when the stream from the medium 131 is an of the FTS data is checked in this step. 

MPEG2-PS stream and the PCR data when the stream is an when it is confirmed that the PTS & DTS flag is "10" or 

MPEG2-TS stream. "11" in other words, when it is confirmed that the PTS data 

Further, the descrambUng circuit 132 further includes a exists, the CPU 123 detects the location of the FTS data and 

selection circuit 140 that selectively suppUes either the data causes the data register 125 to hold the PTS data. After this, 

held by the data register 139 or the random numbers the CPU 123 assumes the state of waiting for the detection 

generated by the random number generator 136, to the of the start location of the packet data, 

random number generator 136 itself, under control of a On the contrary, when the PTS & DTS flag is other than 

selection control register 141 that controls the operation of «10 M or "11," in other words when there is no PTS data 

the selection circuit 140. existing, the CPU 123 continues detecting the start location 

Thus, it will be noted that the selection circuit 140 causes 55 of the packet data, 

the data register 139 to supply the initial value held therein The CPU 123. upon detection of the start location of the 

to the random number generator 136 in response to the packet data, rewrites the content of the selection control 

detection of the scrambled packet data or payload by the register 127, such that the PTS data held by the data register 

CPU 137. Thereafter, the selection circuit 140 is controlled 125 is supplied to the random number generator 122 as the 

by the output of the selection control register 141 such that & initial value. When there is no FTS data existing in the 

the output random numbers of the random number generator packet header of the packet data to be scrambled, the FTS 

136 are fed back to the random number generator 136 itself, data in the packet data immediately before the packet data to 

until the stream fox the packet data or the stream for the be scrambled, is suppUed to the random number generator as 

payload is completed. the initial value. When the PTS data is not included in the 

Further the descrambling circuit 132 includes a data 65 packet data thus selected, a further previous packet data is 

register 142 for storing the output stream of the buffer selected, until the packet data including the FTS data is 

memory 133 and an XOR circuit 143, wherein the XOR encountered. 
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Thus, the XOR circuit 129 applies the XOR operation to In the case in which the MPEG encoder 117 produces a 

the output stream of the data register 128 for the part of the MPEG2-TS stream, the CPU 123 detects the synchro niza- 

stream including the packet data to be scrambled and the tion byte and discriminates, based upon the content of the 

output random numbers of the random Dumber generator scramble control field of the packet header, whether or not 

122. Thereby, the scrambling is achieved for the stream that 5 the stream for the payload is to be scrambled. When the 

includes the packet data that is to be scrambled. stream is not to be scrambled, the CPU 123 returns to the 

Thus, the CPU 123 controls the selection circuit 130 such state for detecting the synchronization byte, 

that the scrambled output stream of the XOR circuit 129 is When the stream for the payload is to be scrambled, the 

output continuously, until the stream for the packet data is q>tj 123 discriininates whether there is an adaptation field 

finished. After mis. the process returns to the state for 10 from the adaptation flag. When there is no adaptation field, 

detecting the packet start code. the CPU cUscriminates whether or not a payload exists based 

The output stream of the MPEG encoder 117 is converted upon the payload flag, 

to a scrambled stream in which the stream for the packet data when it is confirmed that the adaptation field exists, the 

is scrambled. The scrambled stream is then stored in the q>tj 123 discriminates whether or not a PCR from the PCR 

storage medium 131, wherein the stream thus stored in the 15 flag when the PCR does not exist, the CPU 123 

medium 131 is supplied to the descrambling circuit 132 as discriminates whether or not a payload exists based upon the 

necessary. payload flag. 

The stream supplied to tte descrambling circuit 132 is w^n the PCR exists, the CPU 123 detects the location of 

stored m the buffer memory m wherein the stream stored mc pcr ^ the data register 125 to hold the PCR 

in the buffer memory 133 is read out by the CPU 137. 20 ^ mc cpu 123 discriminates whether or not a 

Upon detection of the packet start code, on the other hand, payload exists based upon the payload flag. 

meCTU 137 discriminates whether or not the streajn f or the ^ ^ does QOt ^ the CPU 123 takes a 

packet data is scrambled based urx* the content of the ^ fa ^ ^^^^ bytc , whilc whcn ^ 

scramb e contro^oirnauon in the jacket header When not ^ the CPU 123 takes a state for detecting the 

scrambled, the CPU 137 returns to the state for detecting the * ^ locatioD of m loai 
packet start code. 

When the stream for the packet data is scrambled ("YES" The CPU 123. upon detection ofthe start location of the 

in the step P3). the CPU 137 discriminates whether the PTS ^ contto1 n fg a . 12 ! such *f 

ftOTStoginthepacketheaderpartisnO-or-lL-InotheT * e h< *" y ^JTu"? ^ ^ °, 

words, existence of the PTS daEis checked in this step. 30 ftc «"» of **** of ^'P** 0 ** 

„n_ - * JiL tiL _« « a . scrambled, is supplied to the random number generator 122 

When it is confirmed that the PTS & DTS flag is "10 or . Ja . < , Jr m „ - m . _ ; „ ^ 

- . i4 _ . . . - . . # ^ —~ . . as the initial value. When there is no PCR existing in the 

11 • m * ™r°V^L l l CO f^ f £ ™ h P-ckrt header to be scrambled, the PCR data in the packet 

exists. *e CPU 137 detects the locauon of toe PTS and ^ before the packet data to be scrambled, is 

causes the^ data £old cnxui .34 toW the PTS date. After 3J $ ^ ^ ^ Qr m u ^ ^ 

^ 6 "7 wats for the detectlon »f *e start location ^ When the PCR data is not included in the packet data 

of the pa t . thus selected, a further previous packet data is selected, until 

On the contrary, when the PTS & DTS flag is other than ^ ^ ^ j^^,, ^ pCR data is encountered. 

**10 M or "11, in other words when there is no PTS data v vrm . .f V _ D _ # 

« n>TT i^t rtftnt ; B „o, A^^tr.r, tK^ fta rt „ Thus, the XOR circuit 129 applies an XOR operation to 

existing, the CPU 137 continues detecting the start location An . _ ^ _ « r *T -.-o, - ~ 

of the packet data output stream of the data register 128 for the part of the 

^ V™r ' , A _^ r ^ . ^ ... stream having the packet data to be scrambled and the 

The CPU 137, upon detection of the start location of the . u JL * * . , . 

i \ **. t _^ — 1 •♦i.ii „u random numbers output from the random number generator 

^cTT^ k * 6 ?? D T V ^ 122- Thereby, the scrambling is achieved for the stream that 

that the PTS dataheld by the dataller 139 is supplied to J ^ « scfamblcd . 

the random number generator 136 as the initial value. When 45 

there is no PTS data existing in the packet header of the Thus * ^ location detection circuit 123 controls the 

packet data to be descrambled, the PTS data in the packet selection control register 130 such that toe scrambled output 

data irnmediately before the packet data to be descramblcc, stream of &c X0R 129 is continuously, until 

is supplied to the random number generator 136 as the initial outputting of the payload is finished. After this, the CPU 

value. When there is no PTS data again in the packet header ^ 123 rctunis to the state for detecting the synchronization 

of the packet data, a further previous packet data is selected, bvtc - 

until a packet data including the PTS data is encountered. The output stream of the MPEG encoder 117 is thus 
Thus, the XOR circuit 143 applies an XOR operation to converted to a scrambled stream in which the stream for the 
the output stream of the data register 143 for the part of the packet data is scrambled. The scrambled stream is then 
stream having the packet data to be descrambled and the 55 stared in * c medium 131 and is forwarded further to the 
random numbers output from the random number generator descrambling circuit 132 as necessary. 
136. Thereby, the descrambling is achieved for the stream It should be noted that the stream supplied to the de scram- 
that includes the packet data that is to be descrambled. bling circuit 132 is stored in the buffer memory 133. while 
Thus, the CPU 137 controls the selection circuit 144 such the stream thus stored in the buffer memory 133 is read out 
that the descrambled output stream of the XOR circuit 143 60 bv the CPU 137. 

is output continuously, until the stream for the packet data is The CPU 137 carries out a detection of the synchroniza- 

finished. After mis, the process returns to the state for tion byte and carries out a discrimination, based upon the 

detecting the packet start code. content of the scramble control information in the packet 

Thus, the stream supplied from the medium 131 is con- header, whether or not the stream for the payload is 

verted to a descrambled stream in which the stream for the 65 scrambled. When the stream for the payload is not 

packet data is descrambled. The descrambled stream is then scrambled, the CPU 137 returns to the state for detecting the 

transmitted to the MPEG decoder 145. synchronization byte. 
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On the contrary, when the stream for the payload is PCR data in the packet header of the payload to be 

scrambled, the CPU 123 discriminates whether or not the scrambled, the PCR data in the packet header of the payload 

adaptation field exists from the adaptation flag. immediately before the payload to be scrambled, is supplied 

When it is confirmed that the adaptation field exists, the to the random number generator 122 as the initial value. 

CPU 123 discriminates whether nor not there is a PCR from 5 When there is no PCR data again in the packet header of the 

the PCR flag. When the PCR does not exist the CPU 123 payload. a further previous payload is selected, until a 

discriminates whether or not there is a payload from the payload including the PCR data is encountered, 

payload flag. In the descrambliog circuit 132, on the other hand, the 

When the PCR exists, the CPU 123 detects the location of desorambling is made by supplying, for each stream for the 

the PCR and causes the data register 13» to hold the PCR 10 scrambled packet data or payload. the PTS data in the packet 

data Further, the CPU 123 discriminates whether or not header of the packet data to be (^scrambled or the PCR data 

there is a payload from the payload flag. When mere is no in me packet header of the payload to be descrambled. to the 

payload the CPU 123 process returns to the state for random number generator 13« as an initial value. When 

detecting the synchronization byte. When a payload exists. there is no PTS in the packet header of the packet data to be 

on the other hand, the CPU 137 takes a state for detecting the 15 descrambled. the PTS data in the packet header of the packet 

start location of the payload. immediately before the packet data to be descrambled. 

The CPU 137. upon detection of the start location of the issuppUedtotherando™^ 

payloadlewrites the selection control register 141. such mat value. When mere is no PTS data agatn in die packet header 

utJpCR data held by the data register 139. in other words , n °f P**« <»**• » fuj*«prev,ou^acketo^U is selected, 

the PCR data in the Lyload to be descrambled. is supplied 20 « P**« «** *e PTS dau " ^countered, 

^random number generator 136 as the initial Value. When (here is no PCR data m the packet header of Ae 

When Sere is no PCR data in me packet header of the P^oad to be descrambled, the PCR da* ,n the packet 

piryload ^ be descrambled. the PCR data in the packet header of the payload ^ediately before the payloadtobe 

Eader of the payload immediately before the payload to be „ descrambled U suppUedto the random number generator 

descrambled. is supplied to the random number generator 122 as the mitud value. When there is no PCR data again in 

ST* the initial vahL When there Is no PCR data^agata in Ae packet header of ^W^-*^*^™™ 

the packet header of the packet data, a further previous « selected. «"*1 a payload including the PCT data is 

payload is selected, until a payload including the PGR date encountered. 

is encountered. According to the data transmission method and system of 

Thus, the XOR circuit 143 applies the XOR operation to " the flfth ernrxniiment of the present invention, the random 

the output stream of the data register 142 for (he part of the number generator 136 of me Scrambling circuit 132 is 

payload to be descrambled and to the random numbers suppUed, far each stream for Ac pack* data or the payload 

otSTfrom the random number generator 136. Thereby, me to be descrambled. with die PTS or PCR data of which the 

dcscrambling is achieved for the stream that includes the « value is not constant Thereby, analysis of the random 

payload thatis to be descrambled. "umber pattern generated by Ae random number generator 

Thus. Ae CPU 137 controls Ae selection circuit 144 such 13<S becomes ^ C "*^^?° f tL^ZX 

Aat Ae scrambled output stream of Ae XOR circuit 143 is SK >° " ^ed substantially. Further. Ae tomsrmssion 

. ... _ , , . j.,„ .v svstem of the present embodiment can be applied to both Ae 

output continuously, until Ae stream for Ae packet data is « L^.»^vnW!9 evetem. 

finished. After Ais. Ae CPU 137 returns to Ae state for w MPEG*'** *y«em *e MPEG2-TS system, 

detecting Ae synchronization byte. In any of Ae foregoing embodiments, the predetermined 

Thus. Ae stream read out from Ae medium 131 is non-fixed data to be supplied to Ae random number gen- 

converted to a descrambled stream by Ae descrambling erator in Ae scnunbuiig apparatus or ^scrambling appara- 

drcuit 132 such Aat Ae scrambled stream for Ae payload is not limited to the PTS I daUor 

descrambled. The descrambled stream is Aen supplied to Ae 4S formed by an ojwan^ on Ae Pre data or PCR data wiA 

MPEG decoder 145 oAer data such as Ae data included in Ae packet header. For 

Thus, in Ae data transmission system and meAod accord- S^JJJESc" 

tag to Ae fifA embodiment of Ae present invention. Ae or applying AePTS data <» ^ OTSdato , « £e£cbc 

cutout stream of Ae MPEG2-PS or MPEG2-TS format of counter data in Ae MPBG2-PS format Further, the prede- 

vuipui outoiu UIVJW ^* ~ _ _ , . . termined data mav be obtained by combining or applying the 

the MPEG 117 is converted to the scrambled stream by the 50 J*™"} .!^^l?^ZI ntt . r A»t a 

scrambling circuit 118 such that the stream for the packet data to the cyclic counter data. 

data or the payload is scrambled. The scrambled stream is Further, the present invention is not limited to the embodi- 

then supplied to the descrambling circuit 132 for descram- meats described heretofore, but various variations and modi- 

bling via the medium 131. The stream thus descrambled is fications may be made without departing from the scope of 

then transmitted to the MPEG decoder 145. 55 the invention. 

In the scrambling circuit 118, the scrambling is made by is claimed » : . 

supplying the PTS data in the packet header of the packet 1- A scrambling method of an incoming stream including 

datato be saambled or the PCR data in the packet header * series of unit streams in succwsaonMhe unit stream 

of the payload to be scrambled, to the random number including a first stream part and a second stream part located 

generatorl22 as an initial value. When there is no FTS data 60 behind the first stream part, said first stream part including 

in the packet header of the packet data to be scrambled, the predetermined data having a non-fixed value, me scrambling 

PTS datainthepacketheader cf me packet data irrmiediately method scrambling the second stream part by using a 

before the packet data to be scrambled, is supplied to the random number generator, comprising a step of: 

random number generator 122 as the initial value. When supplying, for each second stream part to be scrambled 

mere is no PTS data again in the packet header of the packet 65 said, predrtennined data included in the first stream 

data, a further previous packet data is selected, until a packet part and having said non-fixed value to the random 

data including the PTS data is encountered. When there is no number generator as an initial value thereof. 
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2. The scrambling method as claimed in claim 1. wherein, a data hold circuit for holding the predetermined non- 
when the predetermined data does not exist in (he first fixed data, wherein the data hold circuit holds the 
stream part, data corresponding to the predetermined data in predetermined non-fixed data when the location detec- 
a stream part immediately before the first stream part is tion circuit detects the location of the predetermined 
supplied to the random number generator as the initial value. 5 non-fixed data. 

3. The scrambling method as claimed in claim 1, wherein 1L The scrambling apparatus as claimed in claim 6, 
the stream including the unit streams in succession is a further comprising: 

stream prescribed by an MPEG standard, wherein the first a serial-to-parallel converter for converting the stream 

stream part includes a stream forming a packet header and into a plurality of streams* wherein the random number 

the second stream part includes a stream farming packet 1Q generator, the initial value supplying circuit and the 

data, and wherein the predetermined data includes a presen- logic operation circuit scramble each of the plurality of 

tation time stamp. streams to produce a plurality of scrambled streams; 

4. The scrambling method as claimed in claim 1, wherein aD d 

the stream including me imit streams in succession is a a p^Mo-serial converter for converting the plurality 

stream prescribed by an MPEG standard, wherein ttie first £ streams mto a smglc scrambled stream 

stream part includes a stream fonmng a pac^eader and scrambling apparatus as claimed in claim 10. the 

the second stream part includes a stream forming packet , _ ^ \vV, . . . 

data, and wherem tte predetermined data includes apiogram loc * b ™ dctecbon ^ a comprmng a rmcroproces- 

clock reference sor and a program memory for storing a control program of 

5. The scrambling method as claimed in claim 1, further » e microprocessor, such that the location detection circuit 
comprising a parallel conversion step for converting a part 20 arbitrarily selects the stream from a plurality of streams of 
of the stream formed of the unit streams into a plurality of different formats and scrambles the stream. 

streams, wherein the scrambling method is performed for 13. A de scrambling method of an incoming stream includ- 

each of the plurality of streams. ing a series of unit streams in succession, the unit stream 

6. A scrambling apparatus supplied with a stream includ- including a first stream part and a second stream part located 
ing a series of unit streams in succession, the unit stream 25 behind the first stream part, said first stream part including 
including a first stream part and a second stream part located predetermined data having a non-fixed value, the descram- 
behind the first stream part said first stream part including bling method descrambling the second stream part by using 
predetermined data having a non-fixed value, the scrambling a random number generator, the descrambling method corn- 
apparatus scrambling the second stream part, the scrambling prising a step of: 

apparatus comprising; 30 supplying, for each second stream part to be descrambled, 

a random number generator for generating random num- said predetennined non-fixed data included in the first 

bers; stream part to the random number generator as an 

an initial value supplying circuit supplying, for each initial value thereof, for descrambling the second 

second stream part to be scrambled, said predetermined stream part 

non-fixed data included in the first stream part to the 35 14. The descrambling method as claimed in claim 13. 

random number generator as an initial value thereof; wherein, when the predetermined non-fixed data does not 

and exist in the first stream part, data corresponding to the 

a logic operation circuit for applying a logic operation to predetermined non-fixed data in a stream part immediately 

the second stream part to be scrambled and the random before the first stream part is supplied to the random number 

numbers generated by the random number generator. 40 generator as the initial value. 

for scrambling the second stream part 15. The descrambling method as claimed in claim 13, 

7. The scrambling apparatus as claimed in claim 6, wherein the stream including the unit streams in succession 
wherein the initial value supplying circuit supplies data is a stream prescribed by an MPEG standard, wherein the 
corresponding to the predetermined non-fixed data in a first stream part includes a stream forming a packet header 
stream part immediately before the first stream part to the 45 and the second stream part includes a stream forming packet 
random number generator as the initial value when the data, and wherein the predetermined non-fixed data includes 
predetermined non-fixed data does not exist in the first a presentation time stamp. 

stream part 16. The desaambling method as claimed in claim 13, 

8. The scrambling apparatus as claimed in claim 6. wherein the stream including the unit streams in succession 
wherein the stream including the unit streams in succession 50 is a stream prescribed by an MPEG standard, wherein the 
is a stream prescribed by an MPEG standard, wherein the first stream part includes a stream forming a packet header 
first stream part includes a stream forming a packet header and the second stream part includes a stream forming packet 
and the second stream part includes a stream forming packet data, and wherein the predetermined non-fixed data includes 
data, and wherein the predetermined non-fixed data includes a program clock reference. 

a presentation time stamp. 55 17. The descrambling method as claimed in claim 13. 

9. The scrambling apparatus as claimed in claim 6, further comprising a parallel conversion step for converting 
wherein the stream including the unit streams in succession a part of the stream formed of the unit streams into a 
is a stream prescribed by an MPEG standard, wherein the plurality of streams, wherein the scrambling method is 
first stream part includes a stream forming a packet header performed for each of the plurality of streams. 

and the second stream part includes a stream forming packet 60 18. A descrambling apparatus supplied with a stream 

data, and wherein the predetermined non-fixed data includes including a series of unit streams in succession, the unit 

a program clock reference. stream including a first stream part and a second stream part 

10. The scrambling apparatus as claimed in claim 6. located behind the first stream part said first stream part 
wherein the initial value supplying circuit further comprises: including predetermined data having a non-fixed value, the 

a location detection circuit for detecting a location of the 65 descrambling apparatus comprising: 

predetermined non-fixed data and a start location of the a random number generator for generating random 

second stream part; and numbers; 
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an initial value supplying circuit far supplying, for each 
second stream part to be descramhled, said predeter- 
mined non-fixed data included in the first stream part, 
to the random number generator as an initial value 
thereof; and 5 

a logic operation circuit applying a logic operation to the 
second stream part and the random numbers generated 
by the random number generator, to descramble the 
second stream part 

19. The descrambling apparatus as claimed in claim 18, 10 
wherein the initial value supplying circuit supplies, when the 
predetermined non-fixed data does not exist in the first 
stream part, data corresponding to the predetermined non- 
fixed data in a stream part immediately before the first a 
stream part to the random number generator as the initial 15 
value. 

20. The descr ambling apparatus as claimed in claim 18. 
wherein the stream including the unit streams in succession 
is a stream prescribed by an MPEG standard, wherein the 
first stream part includes a stream forming a packet header 20 
and the second stream part includes a stream forming packet 
data, and wherein the predetermined non-fixed data includes 

a presentation time stamp. 

21. The descrambling apparatus as claimed in claim 18, 
wherein the stream including the unit streams in succession 25 
is a stream prescribed by an MPEG standard, wherein the 
first stream part includes stream forming a packet header and 
the second stream part includes a stream forming packet 
data, and wherein the predetermined non-fixed data includes 

a program clock reference. 30 

22. The descrambling apparatus as claimed in claim 18, 
the initial value supplying circuit further comprising: 

a location detection circuit far detecting a location of the 
predetermined non-fixed data and a start location of the 
second stream part; and 

a data hold circuit for holding the r*edeterrnined non- 
fixed data, wherein the data hold circuit holds the 
predetermined non-fixed data when the location detec- 
tion circuit detects the location of the predetermined ^ 
non-fixed data. 

23. The descrambling apparatus as claimed in claim 18, 
further comprising: 

a serial-to-parallel converter for converting the stream 
into a plurality of streams, wherein the random number 45 
generator, the initial value supplying circuit and the 
logic operation circuit descramble each of the plurality 
of streams to produce a plurality of descrambled 
streams; and 

a paraUel-to-scrial converter for converting the plurality 50 
of descrambled streams into a single descrambled 
stream. 

24. The descrambling apparatus as claimed in claim 22, 
the location detection circuit further comprising a micro- 
processor and a program memory for storing a control 55 
program of the microprocessor, such that the location detec- 
tion circuit arbitrarily selects the stream from a plurality of 
streams of different formats and descrambles the stream. 

25. The descrambling apparatus as claimed in claim 18, 
wherein the descrambling apparatus forms an IC card 60 
including a memory circuit for storing personal identifica- 
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tion data, the IC card being adapted for detachable mounting 
upon an external apparatus, and wherein the descrambling 
apparatus allows an activation of the random number gen- 
erator only when the personal identification data of the IC 
card is accepted by the external apparatus. 

26. A data transmission method, including the steps of: 
applying a scrambling method to an incoming stream 

including a series of unit streams in succession, the unit 
stream including a first stream part and a second stream 
part located behind the first stream part said first 
stream part including predetermined data having a 
non-fixed value, the scrambling method including a 
step of supplying said predetermined data included in 
the first stream part and having said non-fixed value, for 
each second stream part to be scrambled, to a random 
number generator as an initial value; 

transmitting the stream scrambled in the scrambling step 
via a medium to a destination; and 

applying a descrambling method, in the destination, to the 
stream transmitted via the medium, the descrambling 
method comprising a step of supplying, for each second 
stream part said predetermined non-fixed data included 
in the first stream part to a random number generator as 
an initial value, for descrambling the second stream 
part 

27. A data transmission system for transmitting a stream 
supplied thereto and including a series of unit streams in 
succession, the unit stream including a first stream part and 
a second stream part located behind the first stream part said 
first stream part including predetermined non-fixed data, 
said data transmission system comprising: 

a transmission source including a scrambling apparatus, 
the scrambling apparatus comprising: a random num- 
ber generator for generating random numbers; an initial 
value supplying circuit for supplying, for each second 
stream part to be scrambled, said predetermined non- 
fixed data included in the first stream part to the random 
number generator as an initial value thereof; and a logic 
operation circuit for applying a logic operation to the 
second stream part and the random numbers generated 
by the random number generator, for scrambling the 
second stream part the transmission source supplying 
a scrambled stream produced by the scrambling appa- 
ratus upon a medium; and 

a destination including a descrambling apparatus for 
descrambling the scrambled stream supplied to the 
destination via the medium, the descrambling apparatus 
comprising: a random number generator for generating 
random numbers; an initial value supplying circuit for 
supplying, for each scrambled second stream part 
included in the scrambled stream, said predetermined 
□on-fixed data value included in the first stream part of 
the scrambled stream, to the random number generator 
as an initial value thereof; and a logic operation circuit 
for applying a logic operation to the scrambled second 
stream part and the random numbers generated by the 
random number generator, to descramble the second 
stream part 
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